
CHARLES HAMPTON

POB 4266
Morgantown, WV 26504
Cell:  (571) 426-5722

Clearance: TS/SCI, Polygraph (CI), Q
Certifications: PMP, Internet Security, Network Security Administration, CMM/CMMI, ISO 9000, TQM
Email: crhampt@hotmail.com
EXPERIENCE SUMMARY

Mr. Hampton is a result driven professional with more than 25 years in Information Technology, Program Management/Project Management, Systems Security/Engineering, Networking, Quality Assurance, Software Engineering (scientific, military and commercial applications), System Development Life Cycle (SDLC), and Telecommunications.  In addition Mr. Hampton served over 20 years in United States Air Force. 

PROFESSIONAL EXPERIENCE

Sr. Cyber Security/Acquisitions Engineer                    Tsymmetry/FBI

October 2009 – Present                                                   Clarksburg, WV

· Performed technical reviews and recommendations for FBI Systems.

· Meet regularly with FBI and vendor staff to discuss status, issues, risks and problems associated with vendor and FBI IT activities for the SoS systems and making recommendations to resolving issues.
· Performed technical analysis of potential solutions and new technologies/tools for possible inclusion to support the SoS systems.

· Perform information systems security engineering to integrate required security characteristics and requirements into the performance objectives of the selected system.
· Verify that systems adhere to DOD mandated security configurations.

· Interpret and apply US Government mandated information security policies
· Prepare system security evaluation reports.

· Work with the engineering team to plan, implement and document security fixes/mitigations

· Participate in security related meetings and forums.

· Assisting re-engineering of enterprise network designs to meet increasing customer demands 

· Trouble shooting and problem resolution of elusive customer network difficulties 

· Evaluation of new network technologies, management, and analytical tools 

Sr. Security Engineer (Team Lead)

                    Raytheon/DOE/LANL
June 2008 – October 2009                                                Los Alamos, NM

· Provided technical review and recommendations for security plans to secure the first supercomputer in the world to break the 1 petaflop speed barrier.
· Performs risk analyses that also include risk assessment.

·  Developed and executed system-level test plans and procedures for final system testing of product deliveries and for system regression testing of maintenance changes to operational products.
· Serve as a security consultancy for the DAA to ensure DAA is apprised of relevant issues.
· Perform security certification to ensure that subject systems meet all applicable security regulations, standards, and explicit and derived security requirements. In addition, ensure that these systems are protected from known vulnerabilities.
· Perform information systems security engineering to integrate required security characteristics and requirements into the performance objectives of the selected system.
· Review system securities plans (SSP) and provide comments and recommendations to the designated approving authority (DAA).

· Provide technical support to the LANS Cyber Security Team.  Assist LANS with defining technical issues such as logical network design, determination of adequate security systems.
· Gathers and organizes technical information about an organization’s mission goals and needs, existing security products, and ongoing programs.

· Assist in the administration of the Trusted Agent FISMA reporting tool, including loading the applicable artifacts, assisting in the completion and review of NIST 800-26 annual self-assessments; monitor the status of the Plan of Actions and Milestones (POA&M) for identified security vulnerabilities.  

· Provide support for facilitating and helping identify their current security infrastructure and implementation of security related to IT systems.

· Evaluate security concerns on data transfer and protective measures of data integrity and throughput considerations on transfers.

Sr. Consultant                                                                   HireStrategy/IMS Health

November 2007 – April 2008                                           Falls Church, VA

IMS Health Government Solutions, 5201 Leesburg Pike, Sky 3, Suite 204, Falls Church, Virginia:

· Provide ongoing evaluations of the system acquisition, design, development, maintenance, operation processes, and resulting products in order to verify and validate that each process, activity, and task is performed in accordance with established security policies, plans and procedures.

· Provide the Information System Security Officer (ISSO), system developers, and system owners with technical guidance on the establishment and use of the appropriate standards, plans, processes, and procedures to ensure that the desired level of system security is achieved.

· Performed security/vulnerability assessments (Goldisk, Webinspect, AppDetective  and Retina).

· Developed a Configuration/Change Management Program and Processes.

· Perform system security analysis and recommend strategies for improving or enhancing system security.

· Oversees the efforts of security staff to design, develop, engineer and implement solutions to security requirements.

Sr. Consultant                                                                   HTA Technology/FBI

March 2007 – November 2007                                         Washington, D.C

· Provide ongoing evaluations of the system acquisition, design, development, maintenance, operation processes, and resulting products in order to verify and validate that each process, activity, and task is performed in accordance with established security policies, plans and procedures.

· Provide the Information System Security Officer (ISSO), system developers, and system owners with technical guidance on the establishment and use of the appropriate standards, plans, processes, and procedures to ensure that the desired level of system security is achieved.

· Review and evaluate recommendations for new or enhanced technical and operational services and provide guidance on the establishment of security requirements and standards.

· Evaluate security vulnerabilities with regard to confidentiality, integrity, and availability and recommend appropriate countermeasures.

· Perform system security analysis and recommend strategies for improving or enhancing system security.

· Assist in periodically reviewing each major system to ensure that management, operational, personnel, and technical controls are functioning effectively.

· Assist in performing certification and accreditation of  IT systems.

· Assist in the administration of the Trusted Agent FISMA reporting tool, including loading the applicable artifacts, assisting in the completion and review of NIST 800-26 annual self-assessments; monitor the status of the Plan of Actions and Milestones (POA&M) for identified security vulnerabilities.  

· Provide ongoing gap analysis of current policies, practices, and procedures in relation to established guidelines outlined by NIST, OMB, FISMA, and DHS.

Sr. Consultant                                          


Turner & Company

July 2006 - November 2006                                                  Washington D.C

· Serve as Consultant for Information Systems Security in support of the U.S. Department of Homeland Security, Citizenship and Immigration Services, Office of Chief Information Officer.  

· Provided Information Systems Security support for all CIS systems; provide guidance and assistance to CIS employees and contractor support personnel in the implementation of the CIS IT Security Program.  

· Provide technical direction and guidance for systems, interconnections, and MOU/A agreements.

· Conduct certification and accreditation of CIS major applications and general support systems in accordance with DHS C&A remediation methodology, NIST Special Publications and FIPS.  

· Develop, implement, manage, direct and provide oversight for policies and programs necessary to assure the protection of all CIS IT Security assets.  

· Perform system security analysis and recommend strategies for improving or enhancing system security.

· Responsible for planning, developing, finalizing, and reviewing key deliverables in each stage of the C&A Process using the RMS tool.

· Assist in the administration of the Trusted Agent FISMA reporting tool, including loading the applicable artifacts, assisting in the completion and review of NIST 800-26 annual self-assessments; monitor the status of the Plan of Actions and Milestones (POA&M) for identified security vulnerabilities.  

· Provide ongoing gap analysis of current policies, practices, and procedures in relation to established guidelines outlined by NIST, OMB, FISMA, and DHS.

Sr. Principle Consultant                                                    Keane Federal System, Inc.          December 2005 – July 2006



         McLean, Virginia
· Provide ongoing evaluations of the system acquisition, design, development, maintenance, operation processes, and resulting products in order to verify and validate that each process, activity, and task is performed in accordance with established security policies, plans and procedures.

· Provide the CJIS Information System Security Officer (ISSO), system developers, and system owners with technical guidance on the establishment and use of the appropriate standards, plans, processes, and procedures to ensure that the desired level of system security is achieved.

· Review and evaluate recommendations for new or enhanced technical and operational services and provide guidance on the establishment of security requirements and standards.

· Evaluate security vulnerabilities with regard to confidentiality, integrity, and availability and recommend appropriate countermeasures.

· Perform system security analysis and recommend strategies for improving or enhancing system security.
· Assist in periodically reviewing each major system to ensure that management, operational, personnel, and technical controls are functioning effectively.

· Assist in performing certification and accreditation of CJIS IT system.

· Assist in the administration of the Trusted Agent FISMA reporting tool, including loading the applicable artifacts, assisting in the completion and review of NIST 800-26 annual self-assessments; monitor the status of the Plan of Actions and Milestones (POA&M) for identified security vulnerabilities.  

Security Consultant                                                        Mindbank Consulting Group, Inc     

May 2005 – December 2005



      Reston, Virginia

· Providing information security consulting services to select corporate clients. Tasks include Classified Systems Security, Auditing, Intrusion Detection, Virus System Management, Disaster Planning, Architecture Security, and overall security responsibility for systems.

· Developing security plans in accordance with Office of Management and Budget (OMB) Circular A-130, the National Institute of Standards and Technology (NIST) Handbook (Special Publication 800-12), NIST Special Publication 800-19 and other Agency specific security guidelines.

· Developing and supporting Certification and Accreditation (C&A) for computer and communications-based systems in accordance with the Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP), National Information Assurance Certification and Accreditation Process (NIACAP) and National Institute of Standards and Technology (NIST).

· Work with customers to provide support and guidance of system security. Provide technical direction and guidance about systems and their affiliations to IT systems.

· Performing risk assessments and vulnerability assessment in accordance with the National Security Agency, Defense Intelligence Agency, and Defense Information System Agency guidelines.

Security Analyst





SphereCom Enterprises Inc.

February 2004 – May 2005




Manassas, Virginia


· Developing security plans in accordance with Office of Management and Budget (OMB) Circular A-130, the National Institute of Standards and Technology (NIST) Handbook (Special Publication 800-12), NIST Special Publication 800-19 and other Agency specific security guidelines.

· Developing and supporting Certification and Accreditation (C&A) for computer and communications-based systems in accordance with the Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP) and the National Information Assurance Certification and Accreditation Process (NIACAP).

· Conducting Information Security (INFOSEC) Assessments for Information Technology (IT) systems in accordance with the National Security Agency’s (NSA) INFOSEC Assessment Methodology.

· Developing and reviewing project documentation for C & A process. 

· Performing risk assessments and vulnerability assessment in accordance with the National Security Agency, Defense Intelligence Agency, and Defense Information System Agency guidelines.

· Developing System Security Authorization Agreement (SSAA) in accordance with DoD 8510.1-M.

· Performing Certification and Accreditation for Systems.

· Performing Technical Security Countermeasures and Survey in accordance with DoD 8510.1-M.

· Developing Contingency Plans.

· Performing security assessments in accordance with DoD 8510.1-M.

· Assist in the administration of the Trusted Agent FISMA reporting tool, including loading the applicable artifacts, assisting in the completion and review of NIST 800-26 annual self-assessments; monitor the status of the Plan of Actions and Milestones (POA&M) for identified security vulnerabilities.  

Program Manager




   Qwest

November 1999 – June 2001

                           Denver, Colorado

· Coordinated, integrated, planned and implemented multiple projects.

· Managed Project Managers.

· Performed tracking, wrote status reports, developed timelines and schedules, communicated critical and strategic issues with the executive team.

· Assisted in the development of Statement of Work (SOW).

·  Developed and implemented processes to achieve Level II and III, as a team player.

· Designed, monitored, implemented processes and procedures for Key Process Activities.

· Facilitated process definition workgroups.

· Provided expertise for the integration of current process within the adopted enterprise process framework.

· Managed Configuration Management (CM).

· Developed and implemented strategy for CMM Level 3 SCM KPA practices in a multi-platform environment.

· Created Software Configuration Management Plans (SCMPs)

· Managed the Configuration Controls Broads for tools and projects.

· Worked closely with Development Groups, Implementation Teams, Customer Support and Service Center Operations to define and implement the Escalation and CM Process.

· Established and maintained client/stakeholder partnership to ensure overall satisfaction.

· Cultivated relationships with team members.

· Communicated horizontally and vertically.

Security Systems Engineer 4



DynCorp (DOE)

March 1999 - November 1999



Golden, Colorado

· Developed and implemented the Unclassified Computer Security Program according to the Department of Energy directives. This program included 480 System Security Officers and over 3100 computer systems.

· Designed and developed the Computer Security Web Site.

· Coordinated and analyzed Computer Security Bulletins from Computer Incident Advisory Capability detailing computer security vulnerabilities; collaborated with Computer System Security Officers to resolve problems.

· Performed security/vulnerability assessments.

· Investigated and resolved Computer Security Incidents Internet Security.

· Reviewed, documented, recommended firewall, encryption, security products for local and remote site usage.

· Audited database of unclassified computer systems site wide.

· Developed, implemented and trained personnel on Key Processes and activities to achieve Level II and Level III.

· Provided expertise for the integration of current processes within the adopted enterprise framework.

Project Manager



              MultiFoods Specialty Distribution

July 1997 - September 1997


              Aurora, Colorado

· Coordinated, integrated, planned and implemented multiple projects.

· Performed tracking, wrote status reports, developed timelines and schedules, communicated critical and strategic issues with the executive team.

· Designed, planned and managed the Change Management (CM) process.  Work included analysis, requirement documentation, specifications, planning, tools analysis and selection, implementation and management of all CM related functionally.

· Established Configuration Management (CM) process and produced Work Instructions describing process execution and implementation of the Software Version Control System by Software Engineering and CM for the purpose of controlling the software system organization, construction and maintenance.  Met ISO 9000 Standards.

· Managed, implemented and trained programmers on Change Management (Silvon Software).

· Developed, implemented and managed all activities for training on installation of hardware and software.

Programmer/Analyst/Project Leader

Denver Water

November 1995 – June 1997



Denver, Colorado           

· Designed and built a Master Index in Electronic Management Document System known as Electronic Filing System (EFS) on the VAX/VMS.  Installed hardware/software and trouble-shot as necessary. Established a system documentation library.

· Worked in a formal System Development Life Cycle (SDLC) environment.

· Managed technical support for Visual WorkFlo which automated paper-intensive account payable system by linking an applications from peoplesoft, for tasks such as document scanning and indexing, data entry, indexing and invoice process (Windows, HP-UX, UNIX, AIX and VAX/VMS).

· Integrated, installed and supported HP Imaging System and WordScan Plus (Calera Recognition Systems) on the VAX/VMS.

· Performed systems analysis, designed, built, tested application and supported as needed.

· Designed, monitored, implemented processes and procedures for Key Process Activities.

United States Air Force



United States of America

June 1973 - October 1993


            

· Provided technical support for all facets of data processing, including hardware configuration, software generation, programming and operations.

· Operated in a formal System Development Life Cycle (SDLC) environment.

· Monitored systems activity and security (logs/network) IDS, etc.

· Performed Information Systems Security Officer (ISSO) responsibilities.

· Acquired extensive knowledge in operations and limitations of technologies used by the military and key network security defensives, such as firewalls, intrusion detection, proxies, scanners and encryption.

· Configured and managed firewall.

· Acquired understanding of systems networking and governmental security related requirements and the C&A Process.

· Acquired firm understanding of personnel, physical and computer security principles.

· Assisted in the development of IT security policy and procedures. 

· Conducted technical analysis of information systems for compliance with COMPUSEC, COMSEC, OPSEC and TEMPEST requirements.

· Assisted in preparing risk mitigation plans, risk analysis and System Security Authorization Agreement (SSAA).

· Reviewed plans to ensure compatibility of planned security measures with establishment of computer security software.

· Reviewed violations of computer security procedures recorded by the system and reported violations as necessary to ensure that violation was not repeated.

· Monitored access to the computer data files, use and updated as necessary.

· Assisted in conducting Threat/Risk Assessments.

· Performed security/vulnerability assessments (ISS).

· Investigated IT security incidents.

· Managed Network Service Requests and remote connectivity and related security concerns.

· Acquired industrial security experience based on administrative support of major organizations.

· Managed INFOSEC, COMSEC and TEMPEST.

· Developed an audit trail for quality assurance evaluation, software modifications and version contents for eight missile warning and space tracking systems.  Successfully removed inefficiencies and streamlined data organization.

· Implemented various security mechanisms in unclassified and classified systems.

· Participated in Total Quality Management (TQM).

· Installed and programmed the Standard Automated Remote Autodin Host (SARAH) communication hardware (unclassified, classified) and trained personnel in its operations.  This guaranteed electrical communications to be release correctly and expediently.

· Worked as a team player in SEI (CMM) and ISO standards.

· Gained knowledge of  DITSCAP, NIACAP and  NIST guidelines.

· Gained knowledge of Chapter 8 of DOD National Industrial Security Policy Operations Manual Supplement (NISPOMSUP) and Director of Central Intelligence Directive (DCID) 6/3.

· Gained knowledge of C4ISR framework.

· Gained knowledge of Six Sigma.

EDUCATION

B.S., Computer Science, Park University

M.S., Management of Technology, University College, Denver, University

Certificate, System Engineering, United States Air Force
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